
CYBER SECURITY Technology Training

Stay safe online: 
JOB SEEKER EDITION



What we’ll cover in this class
● What to look out for during your online job search

● How to identify and avoid job scams and phishing emails

● What do do if you’ve been scammed

● How to manage accounts and passwords and spam emails

● Tips for creating and safely sharing your resume online



What to look out for
Technology has made it easy to search and apply for jobs online, but it’s also 
created more opportunities for scammers. Beware of:

● Fake job listings where scammers pose as legitimate employers on popular 
job websites and get away with your personal information and/or bank 
account before they’re discovered. 

● Unsolicited job offers from scammers who find your profile on a job website 
and send you unsolicited job offers that seem like perfect matches.

● Job listings offering high pay for minimal work. If it sounds too good to be 
true, it probably is.

WARNING!

https://www.ic3.gov/media/2020/200121.aspx


Common job scams
Job scams are always evolving, but some current common scams include:

● Work-at-home data entry, envelope stuffing, craft assembly, or medical billing 
jobs that require you to pay registration or training fees, or ask you to pay 
for a list of work-at-home jobs

● Check cashing scams that ask you to cash fraudulent checks or money 
orders and send a percentage of the funds back to the scammers

● Reshipping items that turn out to be stolen property

Source: Employ Florida

SCAM ALERT!

https://www.employflorida.com/altentry.asp?action=cms&id=922


How to identify job scams
● Honest companies don’t charge you to work for them, they pay you.

● Beware of spelling, capitalization, punctuation and grammatical mistakes in 
emails and job listings. Reputable companies usually hire professionals 
who write well.

● Watch out for counterfeit job listings. In this sort of scam, unwitting job 
applicants may think they’ve been hired by a real company only to show up 
at work to find out no one has any record of their application or hiring.

● Beware of  "previously undisclosed" federal government jobs. 
Information about available federal jobs is free, all federal positions are 
announced to the public on usajobs.gov.

https://www.ic3.gov/media/2020/200121.aspx
https://www.usajobs.gov/


What a job scam looks like

https://www.thedailyscam.com/patriothousingcorp-com-is-a-phishing-scam/


How to avoid being scammed
● Search online for the employer’s name to make sure they exist, and search 

the company name with the words review, complaint or scam to find out if 
others have reported scams.

● Contact the employer directly using contact information provided on the 
organization’s official website.

● Don’t send personal or financial information by email.

● Before submitting personal information online, make sure the website is 
secure. Look for https and/or a lock icon in the web address bar.

● Only provide bank account information after you’ve signed a contract or 
have other confirmation that you’ve been hired.



Use trusted job websites
● Websites like Indeed and Employ Florida have privacy policies and terms 

and conditions that protect their users.

● They only allow verified employers to view job seekers’ profiles.

● That doesn’t mean they’re immune to scams, but some services offer a way 
to report scams if you find them on their websites.

● Other reputable job websites include CareerBuilder, Glassdoor, Monster, 
SimplyHired, Snagajob, or use Google to search for jobs.

https://www.indeed.com/legal?hl=en&redirect=true#jobseekers
https://www.employflorida.com/
https://www.careerbuilder.com/
https://www.glassdoor.com/index.htm
https://www.monster.com/
https://www.simplyhired.com/
https://www.snagajob.com/
https://support.google.com/websearch/answer/7498276


Job postings may NOT contain:

● jobs that pay by commission only (unless minimum wage is guaranteed in accordance with federal 
or state law, or the Employer is exempt from minimum wage per the Fair Labor Standards Act (FLSA); 
please see https://www.dol.gov/whd/regs/compliance/hrg.htm);

● jobs that do not pay at least the Florida minimum wage (unless exempt per the FLSA; please see 
https://www.dol.gov/whd/flsa/);

● jobs that require the Jobseeker to pay a fee to obtain the job;
● jobs that require the Jobseeker or employee to make a capital investment;
● jobs that require the Jobseeker or employee to attend unpaid training (unless the Employer is 

offering unpaid pre-employment training that is exempt from the FLSA and the appropriate notice is 
provided to Jobseekers that the training is unpaid and there is no guarantee of employment);

terms of useHighlights from

https://www.dol.gov/whd/regs/compliance/hrg.htm
https://www.dol.gov/whd/flsa/
https://www.dol.gov/whd/flsa/


Other money-making scams
The Federal Trade Commission warns of a money-making scam known as the 
Circle Game or Blessing Loom. It’s similar to an old-fashioned pyramid scheme.

https://www.consumer.ftc.gov/blog/2020/05/game-chain-letter-scam
https://www.consumer.ftc.gov/blog/2020/05/game-chain-letter-scam


Phishing
Phishing is when scammers try to trick you into providing sensitive information 
like passwords, credit card numbers, or bank account information. 

Phishing attempts are often in the form of emails or other messages, but can 
also be by phone or in person. Job seekers are especially good phishing targets 
because they’re in the habit of providing personal information during the job 
search process.

You can identify phishing attempts with some
of the same strategies you use to identify 
job scams.



How to identify and avoid phishing scams
● Don’t open email attachments or click on links that ask for personal 

information. Most reputable companies will not ask for personal or financial 
information by email.

● Check the address bar at the top of your browser for the lock icon or a web 
address that starts with https. 

● If something seems fishy, do a web search to find out if others have reported 
similar scams. If someone’s trying to scam you, chances are good that 
someone else has encountered the same (or a similar) scam before.

● Browse or search Indeed Community posts.

https://www.indeed.com/community/


What to do if you’re the victim of a scam
● Cease communication with anyone you suspect is trying scam you.

● Report the incident if it was a result of a listing on a job website.

● If it looks like someone is conducting scams under the name of a legitimate 
organization, you may want to contact that organization and let them know.

● If you lost money, provided sensitive private information, or inadvertently 
participated in illegal activity, you may want to contact local or state law 
enforcement or the FBI’s Internet Crime Complaint Center. 

● Indeed and the Federal Trade Commission provide details about how to 
avoid identity theft if scammers have stolen your personal or financial 
information.

https://www.ic3.gov/default.aspx
https://support.indeed.com/hc/en-us/articles/360030799611-I-May-Have-Been-Scammed-What-Can-I-Do-
https://www.identitytheft.gov/


Spam
When you apply for jobs online, you’ll likely create accounts on a number of 
websites. Some of those websites may automatically add you to email lists, 
and you may start receiving unwanted email — also known as spam. You can 
usually find and change your email preferences in your account settings.

You can also manage spam by using your email provider’s method of marking 
spam or creating rules to filter your emails.

Or you can also set up an email account specifically for 
your job hunt to keep the spam separate from your
other email.

https://support.google.com/mail/answer/1366858
https://support.google.com/mail/answer/1366858
https://support.google.com/mail/answer/6579?hl=en


Change Indeed email preferences

Note: The small print says Indeed may still send you emails for confirmations, 
application status, and other messages relevant to how you interact with Indeed



Employ Florida communication preferences



Keeping track of accounts and passwords
● A password manager app makes it convenient to keep track of your accounts 

and manage secure passwords across multiple devices.

● Password managers make it easy to have a different and secure password for 
every account, eliminating the two biggest security mistakes:

○ Using the same password for multiple accounts
○ Creating passwords that are easy for hackers to guess

● Consider using a popular brand-name password manager. They can be 
tricky to set up initially, so if you’re not tech savvy, choose one with good 
customer support. 



Free password managers

Lastpass free version works on any mobile 
device or computer and syncs across devices.

For more options, see PC Magazine’s Best Free Password Managers.

Dashlane’s free version manages up to 50 
passwords on one device.

https://www.lastpass.com/how-lastpass-works
https://www.lastpass.com/how-lastpass-works
https://www.pcmag.com/roundup/331555/the-best-free-password-managers
https://www.dashlane.com/features


Password manager = Convenience + security

● If you use a password manager, one master passphrase is all you need to 
remember.

● Make your master passphrase long (at least 12 characters, but longer is 
better), strong, and memorable, but impossible for someone else to guess. 

● Use Dashlane’s howsecureismypassword.net to test passphrases. 

https://howsecureismypassword.net/


Resumes



Create and share your resume online
Indeed, Employ Florida and other job websites encourage you to create a resume 
online. Keep in mind that not all websites allow for easy exporting of your 
resume, in case you need to print a copy or upload it to a different website. 
And if you upload an existing resume, job websites may change the formatting.

https://my.indeed.com/resume/
https://my.indeed.com/resume/
https://my.indeed.com/resume/


Create and share your resume online
You may be able to choose whether your resume is public or private. On Indeed, 
the public setting allows employers and recruiters to find your resume, but 
personal contact information is not displayed unless you apply for a job. 



Create and share your resume online
If you plan to use more than one job website, it’s a good idea to create a master 
resume using Microsoft Word, Google Docs, Apple Pages, or whatever other 
program you have access to. You can upload the master resume to job search 
websites, and customize if for specific jobs, but you’ll always have the general 
master copy on your own computer or flash drive.

GCFLearnfree has resume tips, samples and an easy to use template for a 
chronological resume.

When choosing a resume template, look for one that closely matches the content 
you plan to include, and keep it simple so you have to spend more time on the 
formatting than the content of your resume.

https://edu.gcfglobal.org/en/resumewriting/
https://edu.gcfglobal.org/en/resumewriting/gallery-of-sample-resumes/1/
https://media.gcflearnfree.org/content/55e06ff41496fdb039cef0b7_01_17_2014/chronological_resume_template.docx


Sharing your resume
Job postings may give specific instructions for submitting a resume. Some 
employers ask you to upload it to their website. Others may ask you to attach 
your resume to an email. 

Either way, it’s best to save your resume as a PDF file — which is easier for 
others to read and print — rather than a Word or Pages or Google Doc file (or 
whatever other program you may have used to create it).

Most programs allow for saving a file in PDF format by going to File in the menu 
bar (usually at top left), and then selecting Save as, Export or Download, and 
then choosing PDF as the format.



Summary
● If you know what to look out for, you can identify and protect yourself 

from phishing and other kinds of job scams.

● You can manage email preferences to reduce spam, and use a 
password manager to keep track of usernames and passwords.

● Resources: 
○ Federal Trade Commission Consumer Information
○ Employ Florida’s Steps to Protect Yourself 
○ Indeed’s Guidelines for a Safe Job Search

Michelle Quigley, Research Librarian
Palm Beach County Main Library
quigleym@pbclibrary.org / 561-233-2781

https://www.consumer.ftc.gov/jobs
https://www.employflorida.com/altentry.asp?action=cms&id=922
https://support.indeed.com/hc/en-us/articles/216354123-Guidelines-for-Safe-Job-Search

