
Fake News Survival Guide

What we’ll cover in this class
● What is fake news?
● Why and how is fake news created and disseminated?
● What can we do to prevent the spread of false and misleading information?

Misinformation and disinformation
● Dictionary definition of fake news: News that conveys or incorporates false, fabricated, or

deliberately misleading information, or that is characterized as or accused of doing so.

● Journalists and researchers advocate replacing the term fake news with misinformation
and disinformation, because some of it is not false, and much of it is not news.

Categories Motivation Disinformation strategies
Satire Entertainment Provoke emotions

Clickbait Passion Powerful narratives

Highly partisan Profit Micro-targeted audience

False context Power Strong visuals

False content Repetition

How does fake news spread?
● Shared unwittingly on social media, or shared on social media by people who believe

going viral is more important than being correct.
● Journalists under pressure to break news online 24 hours a day take less time to

verify and confirm.
● Disinformation campaigns try to influence public opinion on social media.

Journalism practices for confirmation and verification
● Provide context
● Identify sources clearly
● Label opinion and commentary
● Clearly label reenactments and

illustrations

● Always attribute
● Avoid pandering to lurid curiosity
● Acknowledge mistakes and

correct them promptly



Checklists for evaluating news, social media, and other information
❏ Does the headline match the information in the article?
❏ Is there a byline or author? Does the name link to more information about the author?
❏ Is there a date? Is it an old story that has been repurposed?
❏ Are the accompanying photos or videos relevant, reasonable, and verifiable?
❏ Does the article include quotes or other primary sources?
❏ Are other news organizations reporting the story?
❏ Has it been debunked by a reputable fact-checking organization?
❏ Does the source website include names of content providers, ownership information and

other background information about the website or organization?
❏ Is your own bias getting in the way?

S.H.E.E.P.
❏ Source of information

❏ History of organization that created it

❏ Evidence to support claim

❏ Emotion: Provoking a response

❏ Pictures: Are they relevant?

S.I.F.T.
❏ Stop.

❏ Investigate the source.

❏ Find other coverage.

❏ Trace to original source and context

Source: First Draft News Source: Mike Caulfield, Washington State University

Tools
● NewsGuard ($2.95/month or free trial) browser extension rates news and information

websites based on nine criteria for credibility and transparency. NewsGuard displays
rating icons next to news links in search engine results and on social media feeds.

● Allsides and Ad Fontes Media Bias Charts, and Media Bias / Fact Check
● Try the Bad News online disinformation simulation game at getbadnews.com.

● Fact-checking organizations
○ Snopes is an independent fact-checking organization.

○ FactCheck.org is a non-partisan nonprofit project of the Annenberg Public
Policy Center of the University of Pennsylvania

○ PolitiFact is a nonpartisan fact-checking website owned by the Poynter Institute, a
nonprofit school for journalists

○ Truth or Fiction? is a non-partisan website that sorts out what’s true and what isn’t
in stories shared on social media and by email

○ Google Fact Check Explorer to search and browse results from multiple sources
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https://firstdraftnews.org/latest/think-sheep-before-you-share-to-avoid-getting-tricked-by-online-misinformation/
https://hapgood.us/2019/06/19/sift-the-four-moves/
https://www.newsguardtech.com/
https://www.allsides.com/media-bias/media-bias-chart
https://www.adfontesmedia.com/interactive-media-bias-chart
https://mediabiasfactcheck.com/
https://getbadnews.com/
https://www.getbadnews.com/
https://www.snopes.com/
https://www.factcheck.org/
https://www.politifact.com/
https://www.truthorfiction.com/
https://toolbox.google.com/factcheck/explorer

