
 

 

SECURITY SAFETY TIPS 
 
 
ONLINE SECURITY CHECKLIST 

 Use antivirus software – and keep it updated 

 Be wary of e-mail attachments 

 Use firewall software and hardware 

 Keep your operating system updated with the latest patches 

 Be wary of online scams 

 Make sure your online transactions are secure (HTTPS) + check Certificate Authority 

 Monitor your credit and personal information reports 

 Disable automatic sign in, wifi connection, printer and file sharing settings 

 Turn JavaScript auto off to prevent malware with autoloading videos 
 
PREVENT IDENTITY THEFT 

 Don't give out financial account numbers, Social Security numbers, driver’s license 
numbers or other personal identity information unless you know exactly who's receiving 
it.  

 Never send personal or confidential information via email or instant messages as these 
can be easily intercepted. 

 Beware of phishing scams - a form of fraud that uses email messages that appear to be 
from a reputable business (often a financial institution) in an attempt to gain personal or 
account information. These may or may not include a personal salutation. Never enter 
personal information into an online form you accessed via a link in an email you were 
not expecting. Legitimate businesses will not ask for personal information online. 

 Order a copy of your credit report from each of the three major credit bureaus -Equifax, 
Experian, and Trans Union. Reports can be ordered online at each of the bureaus’ Web 
sites. Make sure reports are accurate and include only those activities you have 
authorized. 

 
BACK UP IMPORTANT FILES 

 Reduce your risk of losing important files to a virus, computer crash, theft or disaster by 
creating back-up copies. 

 Keep your critical files in one place on your computer’s hard drive so you can easily 
create a copy. 

 Save copies of your important documents and files to a CD, online back up service, flash 
drive, or external hard drive. 

 Store your back-up media in a secure place away from your computer, in case of fire or 
theft. 

 Test your back up media periodically to make sure the files are accessible and readable. 



 

 

PRIVACY TIPS 

 Delete your browsing history:  Simply use the browser tools available to delete your 
cookies and history when you are finished using a computer. This will help to maintain 
your privacy and keep your information more secure. 

 Log out: Close all browser tabs and log out of your accounts (some computers do this 
automatically but it is good to confirm). You wouldn’t want just anyone to have access 
to your personal information and accounts. 

 Consider Tor Browser which reroutes your location/looks like accessing from elsewhere 

 Remember me NOT: Make sure the “remember me” function is not enabled on a public 
computer. 

 Use Privacy Badger (browser extension) to block third-party tracking 

 Use UBlock Origin (not UBlock, this is a separate company) to block pop-ups and ads 

 Know your own Threat Risk 

 Create powerful passwords or passphrases or use a password manager 

 Keep security software current: Having the latest security software, web browser and 
operating system are the best defenses against viruses, malware and other threats. 

 Automate software updates: Many software programs will automatically connect and 
update to defend against known risks. Turn on automatic updates if that's an available 
option. 

 Protect all devices that connect to the Internet: Computers, smart phones, gaming 
systems and other web-enabled devices all need protection from viruses and malware. 

 Plug & scan: “USBs” and other external devices can be infected by viruses and malware. 
Use your security software to scan them. 

 Back it up: Protect your valuable work, music, photos, and other digital information by 
making an electronic copy and storing it safely. 

 Virtual private networks (VPNs) create an encrypted connection between your 
computer and the rest of the internet. 

 
 
LINKS FROM THE PRESENTATION 
Cyber Security 101 - https://www.youtube.com/watch?v=sdpxddDzXfE 
NOVA’s Cyber Security Lab - http://www.pbs.org/wgbh/nova/labs/lab/cyber/ 
FBI’s Internet Crime Complaint Center - https://www.ic3.gov/default.aspx 
Internet Crime Schemes: https://www.ic3.gov/crimeschemes.aspx 
Compare anti-virus software: https://www.av-comparatives.org 
Best Password Managers for 2019, from PC Mag:  
https://www.pcmag.com/article2/0,2817,2407168,00.asp 
Password Managers from Consumer Reports - http://www.consumerreports.org/digital-
security/everything-you-need-to-know-about-password-managers/ 

Request a copy of your credit report: https://www.annualcreditreport.com 
Electronic Frontier Foundation – https://www.eff.org 
Roll 5 dice at: https://www.random.org/dice/ 
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